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Information Credibility and
the Source of Information

* The source of information (information sender) is one of
the important elements for judging the credibility of
iInformation

— Anonymous vs. a person with a certain background
— Business selling health food products vs.
medical expert
 Elements of the credibility of information sender
— Competence: expertise, in a position to know
— Intention: motivation for disseminating credible information or
misinformation

 Before we can analyze these characteristics, we need to
identify the information sender
— Focus of this study
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Who is the information sender of this page?
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However, their roles (and the responsibilities
concomitant with them) are not the same.
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ldentifying Information Sender
Configuration

e Goal:

— To identify the information senders and their roles
In publishing the information as information sender
configuration

* Elements of Information Sender Configuration
— Information Sender (e.g. “NICT”)
— Sender Class (e.g. Government)
— Configuration Type (e.g. bunch)

. Examﬁle
bunc
(Government, “NICT™),
(-, “Miyahara Hideo”, “President”, -))




Sender Class

1. Organization
(a) Profit Organization

* Information senders are . Company
: : ii. Industry Group
Clategorlzed |nt0 Sender (b) Nonprofit Organization
clasSes i. Academic Society
L . ii. Government
* AXxes of classification: ii. Political Organization
« Individual vs. Organization iv(.)l:gu;orllii(;j[;rr\]/ice Corporation, Nonprofit
* Profit vs. Nonprofit Orgs. v. University
- Expertise (Univ, Medical, 1} (e
etc.) viii. Medical Institution
« Social function (Press) (c) Press

I. Broadcasting Station
ii. Newspaper
iii. Publisher
2. Individual
(a) Real Name
(b) Anonymous, Screen N

Mational lnstitute of

Information IEII'IEi
NIC , Comimi snications

Technclll:lgy

Anonymous vs. Real Name




Configuration Type

o Configuration type indicates the relationship
between information senders

e SiX types have been defined

— The difference among types are concerned with the
attribution of responsibility for the information

published O
O O O O
O <belongs to> <pub£shes <quotes> <uses>
(B<belongs to>
singleton  bunch publish quote service composite

O Information Sender
[ Site Operator




How ISCs are Used?
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Toward ldentifying Information
Sender Configuration (ISC)

e Undertakings so far:
tackling sub-problems of ISC identification

1. Site operator identification
(e.g. identifying “NICT” as the site operator)

Precision: 70%
(N.B.: achieves 80% when blogs/forums excluded)

2. Sender classification
(e.g. classifying “NICT” as Government)

Precision: 74%

3. Author identification
(i.e. identifying “Hideo Miyahara” as the author)
Precision: 59%




Process of Author Extraction

Input

»

URL

HTML file
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Sentence Extraction

e Extract text from HTML
e Segment texts into sentences
* Apply Japanese parser (KNP) to the sentences

e Retain sentences that satisfy the following conditions (to
filter out normal sentences):

— The ratio of the number particles other than ‘no’ (“of”) to the
number of morphemes in the sentence is less than a certain
threshold

— Does not contain compound particles with verb
(e.g. ‘~ ni tsuite’ (“concerning ~"))
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Compound Noun Extraction

o Extract clauses that satisfy the following conditions:

— At |least one named entity typed either as a person or an
organization is recognized (using NER functionality of KNP)

— The sentence contains one or more morphemes typed as not-in-
dictionary word

— The last morpheme but particles has a POS tag of person name
suffix or organization name suffix

o Extract compound noun from qualifying clauses




Example of author extraction

URL: http://www.nict.go.jp/about/message.html
Title: NICT MILITEBUEAN (BB IEHA LS

d TR
NICT =seemems

NICT HIIITBUEA [BHBISHTTHELE
NICT MIIITBUEAN [BHBISTHTTHLE

ENIEH

News & Reports

NICTF¥ > 1IJL

about NICT Author Candidates
NICTEE

NICTD# 4+

NICTOE 3>

NICT &

HER BlR FX

Copyright National Institute of Information and Communications
Technology.

2005FE4 B LHER L ShaE O PR EEAE I 22— L L.



http://www.nict.go.jp/about/message.html

Ranking Author Candidates

« Rank author candidates according to how likely they are indeed the
author of the page

 Model: Ranking SVM (Joachims 2002)

 Labels: scores bhased on the match of the candidate to the human
annotation

— Exact match: 2
— Partial match: 1
— No match: O

e Features
— TF

— POS tags (especially, # of PERSON, LOCATION,
ORGANIZATION words)

— Tokens (separate features for the starting and ending tokens)
— HTML tags

— Context words

— Distance from the main content
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Positions of the Author Name and the Main Content
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Hypothesis: Author names appear in the proximity of the main content
of the page
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Recognition of Main Content based
on Text Volume

body Il = 0.9
| | | | |
div hr div span div
142 0 .024 .005 .828
| | |
v(n) 'Lhe volloume of textdthat div| |span| |div
the sub-tree rooted at
node n contains |—£Eﬁ5 019 .061
hl div
r(n)=vin)/viroot
( ) ( ) ( ) .006 .649

argminr(n) suchthat r(n)>r, [ 1 L, L 1
n div p p p p p

018 .107 .155 .132 .112 .124
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Distance of Elements in a Web Page

 Rendered Distance: Distance based on positions of
elements after rendering
— Pros:
» Reflects the distance that users actually see

— Cons
* Rendering is computationally expensive
* Needs style sheets and image files for accurate rendering

e Document Structure Distance: Distance based on
document structure
— Pros:

« Computationally cheaper than rendering
» Does not require style sheet or image files

— Cons:
» Does not necessarily reflect the distance that the user actually sees

30 Oct 2008 WICOW 2008 @ Napa Valley 16




Flattening of DOM Tree

 Purpose
— Want to measure distance of elements in DOM
— Want it to be as close to the rendered distance

« A straightforward measure
— Path length between the nodes in the DOM tree

— Problem:
DOM trees tend to have deeply nested structure and
does not necessarily reflect the rendered distance

* Flattening of DOM

— Convert a DOM tree into a sequence of block-level
elements that directly has text nodes as its children

30 Oct 2008 WICOW 2008 @ Napa Valley
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Example of DOM flattening

body

— T 1 p NICT #3117 BUE N BB E A TTIEIE
div hr div span div 2 span d‘t"f—’/a‘/’&Z#‘yj’L’CZﬁK’\
oo 3 form YA ARE
v) Lspan] [dv] - g [ FES—var—BERK
hhiv 5 l English
& B B B B Gl ;
; 17 p REME: mF—LOTRDOEEEND...
Flattening 18 hil HERHLIESD
19 div HER BEREFX
20 p BB SRR L, KHIREAEFXS
ARV ST ZHFEHBEERIMD. ..
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Distance from the Main Content

d Distance from the main content measured
m on the flattened DOM
(0 when the element is inside the main content)

d Distance from the boundary of the main content
b measured on the flattened DOM

d Distance from the center of the main content
C measured on the flattened DOM normalized
by the size of the main content
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Distance from the Main Content

a b~ wdNPkF
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20
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Experiment

e Dataset
— Information Credibility Evaluation dataset [Miyamori et al., 2008]
» ~2000 pages (20 topics * 100 pages)
e Each page has ISC annotated by human annotator
— Used only those pages that has information sender type of
bunch or publ 1sh (~400 pages)
e Evaluation
— Topic-wise 20-fold cross-validation
— Evaluation measure:
Precision of ranking at cut off rank of 1, 3, and 5
* Results

— Precision: 58.6% (@1), 72.0 (@3), 75.2 (@5)
(If all the candidates considered: 84.7%)
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Successful Example (1) : Government Notice
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Successful Example (2) : Newspaper Article
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Successful Example (3) : Article from a Web site
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Failed Example (1)
N

News section of a portal site ‘ @
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Failed Example (2) : More than one person name near the main content
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Failed Example (3) : Blog

ICHIZEN

« BEERERE | Fodfe—iF | BLO3hE e -
2006F2H148 &)
—4Ti11 5 (r)ﬁ%ﬁl:—jl"-t‘

- . 4
e we | Answer: BATEE T, RSBSOS FOE — e RTINS

NI EDIREN Y E LT ZOW T 3. SRS HS TSR0
S L EDIEO T3 I - Fe DT, DSEH IFEM A I
- 1, EDMOREHRPOLITT.

e i THUSAIZBFTHEROES I, | 3T, SHE0EREONTE
PR s B E T, SIEER HERER NG E L, B IS
— IV EOERSOME s TETLE T, UNLER IS — LT

RS on TREHER S O f‘b'*1:|:4'—% gL E LR,
o stem Output: FHAKR{E

L5 2 on RUEORY y P FLSERINNE BL T 1%
BART on REORS T, B A e SRS AR T, T8 kT
e et EROMBHEIL TR TH SERIGE L BIRELET,
ZROTY on A 1 SEOTHS ORI, EORESE CI B E S DI IEE LD

SELGBLEE FRENLIHIFHUSAZOGOOERELL.

Sful on ERETOTEEA G 12

30 Oct 2008 WICOW 2008 @ Napa Valley

St MFEE - B S0 L

HotEE RS

BRI RR R hich

BOLOE
BRAFEOHERLY

EIER x4 MR

PEIOHT AT - E RS

FEOEREE
A=
EEEREEFT 1

20065 11 H

National Institute of

Information and
I Communications

Technology



Learned Model: Positive Features

Summed weights Features
486.975525  person Features based on linguistic
343.295375  context_tag_font analysis
314.868000 num_morph
303.745805  context tag select Features based on document
303.745805 context tag option structure
270.825498  context tag b
154.405898  WORD_IPS Context of the author name
137.443534  |ocation —— H (Day) is used for date
131.968790  startword_IPS eXpressions
124.140339  context word H
118.839416 startword *ﬁm_f Tokens that are Specific to
118.839416  WORD_#Ll5 certain instances
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Learned Model: Negative Features

Summed weights Features
-189.670375 context_tag_span Features based on document
-132.047854  context_tag_img structure

-104.351307 distance from main_edge Distance based feature
-38.114124 tag_meta_keywords
-38.060345 context word 75 — Relatively general context
-33.739126 WORD H#ATwhk words
-31.354978  WORD_= ——  Topic specific tokens
-30.968525 context word 5 &5
-29.672442  startword 4 A4 Ik —— Relatively general tokens
-28.682960 startword HZA<
-28.491197 context word YA
-27.058144 WORD ™

Weights of other distance features: -0.673151 distance from_main
-19.485953 distance from_main_center
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Observations

* The method works when the author
name appears near the main content
(this Is what we have expected)

 Performs poorly when:

1. the author name do not appear near
the main content (as in blogs)

2. there are more than one person names
near the main content

3. the author Is not a person but an
organization




Possible Improvements

e Add more features:

— which can be used to identify author names that are
relatively far from the main content

— which can distinguish the author name from other
person names which are not the author

e More data:

— There may be not enough instances where the author
IS an organization for the model to learn
30 /400 ~ 7.5% (rest are individuals)

 Web page structure recognition

— Recognize the semantics of the parts of a Web page
« Main article, profile, biography, link list, ads, etc.

' Mational lnstitute of
Information and
NI‘ , Communications
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Summary

* Approach to information credibility analysis from the
aspect of information sender

 Description of information senders and their relationships
In terms of information sender configuration (ISC)

o Extraction of the author of Web pages as a sub-problem
of ISC identification

o Evaluation results: Precision at ~60% (75% @3)

 Challenges ahead:
— Improving precision
— Dealing with multiple authors
(forum posts, product review comments)

— ldentifying parts of a Web page that come from different authors,
and their corresponding authors

— EXxpertise analysis

' Mational lnstitute of
Information and
NIC , Communications
Tachnology



Mercl beaucoup

ykato@nict.go.jp
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